
 

Infrastructure at the Nexus of Change: What Boards Must Govern Now 

In mid-2026, infrastructure governance has become a test of board discipline under compression. Electric, 

energy, water, transportation, and digital infrastructure assets still require 20-, 30-, and 40-year capital 

allocation judgment. Yet the disruption cycle has collapsed to months: artificial intelligence load growth, 

extreme weather, cybersecurity threats, PFAS regulation, federal transmission policy, state rate-case pressure, 

and supply-chain constraints are all converging at once.  For C-suite leaders, qualified risk directors, and board 

directors, the question is no longer whether infrastructure is strategically important. It is whether the board 

has the analytical tools, risk appetite framework, and governance cadence to distinguish durable investment 

from stranded capital. 

The July 2026 stress on the U.S. grid is a timely reminder. PJM, the largest U.S. grid operator, implemented 

emergency measures during extreme heat, with demand approaching historic highs and reserves tightening 

materially. PJM reported that demand-response measures helped keep peak demand below the system record. 

At the same time, U.S. power consumption is expected to reach new records in 2026 and 2027, driven by AI 

data centers, electrification, commercial load growth, and industrial demand.i  This is the new infrastructure 

boardroom: long-duration assets governed under short-duration shock. 

 

The Board’s Core Challenge: Capital Discipline Under Uncertainty 

Infrastructure companies cannot pivot like software firms. A utility cannot reverse a transmission build, water-

treatment upgrade, generation procurement, or grid-hardening program without regulatory, financial, and 

customer consequences. An improperly scoped investment may create stranded assets. An underfunded 

investment may create reliability failures, regulatory penalties, reputational damage, or public safety risks. 



That is why infrastructure boards need to move beyond “management says we are compliant” oversight. They 

need a sharper capital allocation discipline: what assumptions drive the investment case, which assumptions 

are most fragile, and what conditions would cause the board to pause, accelerate, redesign, or abandon the 

project? 

For directors, the right question is not simply, “What is the IRR?” It is: 

“Under what regulatory, load-growth, cyber, commodity, permitting, and financing conditions does this 

investment remain prudent?” 

This is where the qualified risk director and qualified financial expert lenses converge. The board must 

understand not only the expected return, but also the distribution of outcomes, the downside exposure, and 

the regulatory recoverability of costs. 

The AI Load-Growth Shock Is Now a Governance Issue 

AI data centers have transformed load forecasting from a technical planning exercise into a strategic board 

issue. The Energy Information Administration projects that data center server energy use will increase 

substantially in its 2026 long-term outlook, with server consumption reaching hundreds of billions of kilowatt-

hours by 2050 under its modeled scenarios. NERC has also warned that resource adequacy risks are 

intensifying as demand growth surges, with data centers and large loads materially increasing forecast 

uncertainty.ii  The governance problem is not just the size of demand. It is the location, timing, firmness, and 

contractual quality of that demand. 

A hyperscale facility may request hundreds of megawatts or more. But boards must ask whether that load is 

firm, interruptible, co-located with generation, supported by creditworthy commitments, or dependent on 

speculative interconnection timelines. They should also ask whether cost allocation has been addressed: who 

pays for upgrades, who bears stranded-cost risk if the load does not materialize, and how are existing 

customers protected?  FERC’s June 2026 action directing regional grid operators to justify or reform tariffs for 

large energy users such as data centers and manufacturing facilities underscores the national importance of 

speed-to-power, while also emphasizing ratepayer protection. For directors, this means large-load integration 

is no longer an operational side issue. It is a board-level strategy, regulatory, and reputation issue.iii 

 

Reliability Is Moving from Compliance to Resilience 

Infrastructure boards have long overseen reliability through compliance reports, engineering metrics, and 

regulatory filings. That is no longer enough. Reliability now requires resilience across multiple domains: fuel 

availability, transmission congestion, equipment lead times, cyber defense, physical security, extreme weather 

readiness, and customer demand response. 

The July heat event demonstrated that demand response, reserve margins, and operational flexibility are not 

abstract planning tools. They are live resilience mechanisms. iv  

Boards should insist on a resilience dashboard that integrates: 

• Energy margin and reserve trends 



• Transmission congestion and interconnection queue exposure 

• Critical equipment lead times 

• Cyber and operational technology vulnerabilities 

• Major regulatory milestones 

• Capital project slippage 

• Customer affordability indicators 

• Scenario-tested liquidity and financing capacity 

This dashboard should not be buried in management appendices. It should be reviewed regularly by the full 

board or a clearly designated risk, audit, or operations committee. 

 

Cybersecurity: The Operational Technology Gap 

Cyber risk in infrastructure is not just an enterprise IT issue. It is an operational technology issue. CISA’s April 

2026 advisory warned that Iranian-affiliated cyber actors were exploiting programmable logic controllers 

across U.S. critical infrastructure, including sectors such as water, energy, and government facilities.v  For 

boards, that advisory should trigger a practical question: do we know which operational assets are internet-

facing, vendor-accessible, remotely monitored, or insufficiently segmented?  

The NERC CIP framework remains central for electric utilities, and the 2026 NERC CIP Roadmap emphasizes 

that CIP standards must continue evolving as the security-risk environment changes. The direction of travel is 

clear: boards should expect greater scrutiny of internal network security monitoring, vendor access, low-

impact assets, and the visibility gap between IT and OT environments.  A board-level cyber discussion should 

include the CISO, CIO, COO, general counsel, chief risk officer, and business-unit leaders responsible for 

operational assets. The key question is not, “Are we compliant?” It is, “Can we detect, isolate, operate through, 

and recover from an OT compromise?”vi 

 

Water Infrastructure: PFAS as a Capital Allocation and Trust Issue 

Water utilities face a parallel governance challenge. PFAS regulation has turned water quality into a board-level 

capital planning, affordability, and public trust issue. EPA established legally enforceable drinking-water limits 

for several PFAS compounds in 2024, and water systems were required to monitor, communicate, and make 

capital improvements over defined timelines. In 2026, EPA proposed changes affecting the scope and 

compliance timeline for portions of the PFAS rule, including potential extensions for PFOA and PFOS 

compliance and reconsideration of certain other PFAS limits.vii  For water boards and integrated infrastructure 

companies, this is not simply an environmental compliance issue. It is a capital prioritization, customer 

affordability, litigation, disclosure, and stakeholder-trust issue. 

Directors should ask: 

• What is our tested exposure by system, geography, and source-water profile? 

• What treatment technologies are feasible, proven, and scalable? 

• What capital is recoverable through rates, grants, or settlement proceeds? 



• How are we communicating uncertainty to regulators and customers? 

• What would cause us to accelerate remediation before final regulatory clarity? 

The highest-risk posture is to wait passively for final rules while community trust erodes. 

 

Supply Chains Are Now Strategic Risk Infrastructure 

Infrastructure equipment shortages have become a gating factor for reliability and growth. Transformers, 

switchgear, circuit breakers, control systems, and grid components are now strategic assets. Recent reporting 

indicates that data-center demand is intensifying shortages of critical electrical equipment, extending lead 

times and forcing utilities to procure years in advance.viii 

Boards should treat critical equipment availability as part of enterprise risk management, not procurement 

administration. The audit or risk committee should understand whether long-lead equipment assumptions are 

embedded in capital budgets, whether suppliers have cyber and geopolitical exposure, and whether the 

company has substitution, refurbishment, inventory, or mutual-aid strategies. 

The board should also understand whether management’s capital plan assumes ideal procurement conditions. 

In infrastructure, a 12-month delay in a transformer, control-room upgrade, or transmission component can 

affect reliability, earnings, regulatory commitments, and customer service. 

 

What Boards Should Do Now 

Infrastructure boards should make five governance moves. 

1. Establish a formal infrastructure risk appetite statement. It should define tolerances for reliability, cyber 

exposure, regulatory noncompliance, customer affordability, leverage, liquidity, emissions exposure, 

and project concentration. 

2. Require scenario-tested capital allocation. Every major project should be tested against at least four 

cases: base case, high-load growth, regulatory delay, and technology disruption. For critical assets, add 

cyber compromise and extreme-weather cases. 

3. Integrate PUC, FERC, NERC, EPA, CISA, and RTO/ISO developments into a board calendar. Regulatory 

intelligence should not be episodic. It should be embedded in the governance cycle. 

4. Strengthen cyber-physical oversight. Boards should ask for OT asset inventories, segmentation status, 

vendor access controls, recovery-time objectives, tabletop results, and independent assurance. 

5. Align governance structure with infrastructure complexity. A board that oversees utility networks, 

water systems, data-center exposure, renewable development, and cybersecurity may need deeper 

committee coordination among audit, risk, finance, operations, and sustainability. 

 

The Director’s Bottom Line 

Infrastructure is no longer a quiet, regulated, slow-moving sector. It is where AI, climate stress, geopolitical 

risk, cybersecurity, federal-state regulation, capital markets, and public trust meet.  The best infrastructure 



boards will not be those that predict every shock. They will be those that build governance systems capable of 

absorbing shocks without losing strategic discipline.  For C-suite leaders, qualified risk directors, and board 

directors, the mandate is clear: challenge the capital model, test the risk assumptions, understand the 

regulatory pathway, verify the cyber-physical controls, and ensure that resilience is funded before it is needed. 

Long-duration discipline remains the heart of infrastructure investing. But in 2026, that discipline must be 

paired with faster sensing, sharper challenge, and more integrated board oversight.  The infrastructure 

companies that succeed will be those whose boards can hold two truths at once: assets are long-lived, but risk 

moves fast. 

 

 

LinkedIn Hook 

Infrastructure is no longer a “slow-moving” sector — AI load growth, extreme weather, PFAS regulation, 

FERC/NERC oversight, OT cyber threats, and equipment shortages are forcing boards to govern 40-year assets 

under 40-day disruption cycles. #BoardGovernance #Infrastructure #Utilities #RiskManagement #NERC #FERC 

#Cybersecurity #DataCenters #CapitalAllocation #GeopoliticalResilience 

 

 
i https://www.reuters.com/business/energy/grid-operator-pjm-orders-emergency-steps-avoid-large-scale-us-power-outages-2026-
07-02 and https://www.reuters.com/business/energy/pjm-says-emergency-electricity-conservation-during-us-heat-wave-kept-
power-2026-07-06/ 
ii https://www.eia.gov/todayinenergy/detail.php?id=67704, https://www.nerc.com/newsroom/resource-adequacy-risks-intensify-
across-north-america-as-demand-growth-surges and https://www.nerc.com/globalassets/our-work/assessments/nerc_sra_2026.pdf 
iii https://www.ferc.gov/news-events/news/ferc-launches-aggressive-targeted-action-speed-large-load-integration and 
https://www.ferc.gov/news-events/news/fact-sheet-ferc-takes-action-supercharge-americas-grid-efficiency-reliability-and 
iv https://insidelines.pjm.com/ 
v https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-097a and https://www.rrc.texas.gov/announcements/4102026-
nto-increased-possibility-of-cyber-attacks/ 
vi https://www.nerc.com/globalassets/our-work/reports/special-reports/nerc_cip_roadmap_01122026.pdf and 
https://www.nerc.com/standards/reliability-standards 
vii https://www.epa.gov/sdwa/and-polyfluoroalkyl-substances-pfas, https://www.epa.gov/sdwa/proposed-pfoa-and-pfos-compliance-
extension-rule, https://www.epa.gov/newsreleases/epa-advances-comprehensive-pfas-strategy-legally-defensible-practical-
scientifically and https://www.federalregister.gov/documents/2024/04/26/2024-07773/pfas-national-primary-drinking-water-
regulation 
viii https://www.reuters.com/business/energy/us-power-companies-scramble-secure-equipment-surging-data-center-demand-
strains-2026-07-09/ 

https://www.reuters.com/business/energy/grid-operator-pjm-orders-emergency-steps-avoid-large-scale-us-power-outages-2026-07-02
https://www.reuters.com/business/energy/grid-operator-pjm-orders-emergency-steps-avoid-large-scale-us-power-outages-2026-07-02
https://www.eia.gov/todayinenergy/detail.php?id=67704
https://www.nerc.com/newsroom/resource-adequacy-risks-intensify-across-north-america-as-demand-growth-surges
https://www.nerc.com/newsroom/resource-adequacy-risks-intensify-across-north-america-as-demand-growth-surges
https://www.ferc.gov/news-events/news/ferc-launches-aggressive-targeted-action-speed-large-load-integration
https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-097a
https://www.nerc.com/globalassets/our-work/reports/special-reports/nerc_cip_roadmap_01122026.pdf?utm_source=chatgpt.com
https://www.epa.gov/sdwa/and-polyfluoroalkyl-substances-pfas
https://www.epa.gov/sdwa/proposed-pfoa-and-pfos-compliance-extension-rule
https://www.epa.gov/sdwa/proposed-pfoa-and-pfos-compliance-extension-rule
https://www.epa.gov/newsreleases/epa-advances-comprehensive-pfas-strategy-legally-defensible-practical-scientifically
https://www.epa.gov/newsreleases/epa-advances-comprehensive-pfas-strategy-legally-defensible-practical-scientifically

